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ABSTRACT
In this paper we cast DRM in a setting that allows us to
model a number of current approaches as games. The DRM
game is partitioned into two subgames, one that considers
the game associated with content acquisition, and a second
that considers how a consumer uses the content, along with
a vendor’s response to this usage. Examples are provided
in order to demonstrate how these subgames correspond to
real situations associated with content industries, and the
conditions under which Nash equilibria will exist. These
subgames form the primary stage of a repeated game that
models a number of important long-term interactions be-
tween consumers and vendors. We analyze current strategies
that attempt to influence the outcome of the repeated game,
and we also consider a new type of architectural infrastruc-
ture that makes novel use of a trust authority in order to
create a suitable environment for constructing DRM games
that may prove useful in the future.
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1. INTRODUCTION
The term “DRM” currently has a very negative connota-

tion associated with draconian restrictions on how legitimate
users can make use of content. This may be attributed to the
fact that most digital rights management (DRM) systems
to date have in fact performed in this way. For this reason,
some have suggested that more apt names for DRM are
“Digital Restrictions Management” or “Digital Restrictions
Malware”[10], while others have referred to the restrictions
that exist in the Apple, Microsoft and Sony music platforms
using a more colorful acronym [4]. In contrast, we believe
that an open architectural framework for DRM should be
pursued, one that allows for DRM business models and prac-
tices vastly different from what we have today, and strikes a
more reasonable balance between content vendors and con-
sumers. Numerous research efforts over the past few years
have considered how DRM systems might be organized in
order to better support desirable properties such as reusabil-
ity, portability, standardization and interoperability [11, 13,
14, 19, 20, 21]. Future DRM systems must involve flexibility
in decision making, and the ability to negotiate at all levels
within the architecture [2, 3, 15]. In order for these and
other changes to occur, however, a number of fundamental
changes must occur within the architectural infrastructure
of these systems. In this paper we provide one means of
analyzing existing and future DRM approaches. Our ap-
proach, which makes use of game theory, allows us to take
into account the strategic situations that exist at the heart
of most DRM environments. With this approach in mind,
we propose a new architectural component, namely a trust
authority, that can be used to construct a different type of
DRM environment. More specifically, an environment in
which we try to influence a consumer’s actions more by re-
wards, and less by the punishments that vendors attempt to
attach to file sharing.

We begin this paper by describing a simple baseline game
in Section 2 that models the strategies associated with the
acquisition of content. This game captures the choices that
exist between a vendor and consumer for most forms of “en-
tertainment” content. That is, for this type of content, the
consumer has the choice of either purchasing the content
from a vendor, or downloading it from a file sharing site. The
vendor also has the choice of supplying purchased content to
the consumer with or without technical protection measures.
These measures are primarily copy protection technologies.
It it interesting to note that it is these technologies that
many now simply refer to as “DRM”, even though the full
scope of DRM is much broader than copy protection. In-
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deed, when you investigate the colorful acronyms for DRM
described in the previous paragraph, it is invariably the case
that the complaints are actually with technical protection
measures.

Once we have established a baseline game for content ac-
quisition in Section 2, we describe how this game should be
played in the case of perfect DRM (actually prefect technical
protection) and imperfect DRM. Specifically, the situations
under which Nash equilibria will exist for both cases are
investigated.

An important consideration that affects the utilities of
both customers and vendors is how a customer uses a piece
of content once he has obtained it. Thus, we treat the con-
tent acquisition game developed in Section 2 as a subgame,
and then we develop an additional subgame in Section 3
in order to model these post content acquisition strategies.
The important consideration on the part of the consumer
involves whether or not to share content, and for the vendor
we consider the responses that can be made to the con-
sumer’s decision. Once again, we investigate the conditions
under which an equilibrium condition can be established for
this subgame.

Next, in Section 4, we add an additional level of reality
to the subgames developed in the previous sections. Specif-
ically, we consider what happens if we repeatedly play the
overall game. In game theory, these repeated games aim
to capture the logic behind a long-term interaction among
the players, in our case, consumers and vendors. In re-
peated games, short-term gains, long-term gains, strategies,
rewards, punishments, and cooperation can be effectively
studied along with their effects on achieving equilibria mutu-
ally beneficial to all players. The primary goal of the theory
of repeated games is to isolate the strategies that support
mutually desirable outcomes [18]. In Section 4, we consider
two types of repeated games, one that models the current
approach which is primarily focused on punishment, and the
other that makes use of a trust authority in an attempt to
create a win-win situation for both players.

Others have considered the use of game theory in the con-
text of DRM. Most notably, the Secret Incentives-based Es-
crow System (SPIES) applies game theory to DRM systems
where content protection is of interest [16]. This system is
intended for applications where a secret must be protected
for a limited time period and shared between two parties.
The SPIES system requires the content consumer to place
an amount of money in an escrow account, after which he
receives access to a secret (or content). Anyone who has a
copy of the secret can send a commitment to their content
to the escrow service. Once a time period has expired, any-
one who has a copy of the content can receive a share of the
money from the escrow account. Thus, the incentive of the
legitimate possessor is not to share the secret or they will
lose the security deposit. In order for this to work within a
game theory setting, SPIES also requires the incorporation
of charitable organizations within the framework. There is
another system architecture that uses economic incentives to
motivate users to keep content within a subscription commu-
nity [12]. This system also makes use of an escrow authority,
but in this case the escrow service pays users for sharing con-
tent with authorized users. These payments are intended to
motivate users to keep content within a subscription com-
munity, but they will not have any influence on those whose
receive the content outside of the subscription community.

The work presented here differs in that it first attempts to
use game theory to analyze existing DRM scenarios, and
then extends the resulting game in order to introduce an ar-
chitectural refinement aimed at building incentives into the
DRM game.

2. THE BASELINE GAME
A baseline version of the DRM game is depicted in Fig-

ure 1a. The players consist of a vendor, V , selling a content
object and a potential consumer, C, who may purchase the
content object. If the content object is available for down-
loading via an alternative (presumably illegitimate) site,
then the consumer has the choice of either paying for and
obtaining the content from the vendor’s site, p, or download-
ing it from an alternative site, dl. Furthermore, when selling
the content, the vendor has the choice of either providing
the content with or without technical protection measures,
denoted tp and tp, respectively.

It is important to note that we purposefully initiated this
game with the consumer making the first decision. This
allows the consumer to signal an intention to purchase con-
tent, and for the vendor to respond accordingly given any
information that is available about the consumer. Notice
also that the game has three possible outcomes, labeled
as nodes 1–3 in the figure, and that we denote the utili-
ties the consumer and vendor receive for a particular out-
come using πc and πv, respectively. The three outcomes
correspond to (p, tp) at node 1, a consumer that pays for
content delivered using technical protection by the vendor;
(p, tp) at node 2, a consumer that pays for content deliv-
ered without technical protection; and (dl) at node 3, a con-
sumer that downloads content without paying for it. Apple’s
iPod/iTunes/Fairplay arrangement or Microsoft’s Zune are
examples of systems that attempt to reach the outcome cor-
responding to node 1. Apple has also modified iTunes in a
way that allows it to reach node 2.1 There are numerous
file sharing sites that allow consumers to reach the outcome
corresponding to node 3.

Although the game shown in Figure 1a is extremely sim-
ple, ignoring entities such as content aggregators, content
producers, secondary markets, etc., it serves to motivate the
reasons behind the current strategies used by DRM vendors,
and also leads to more realistic DRM game scenarios that
point to the need for new DRM architectural infrastructures.
To see why, consider the following two cases.

2.1 Perfect DRM
Let us start by making some general assumptions about

the utilities associated with the three outcomes in Figure 1a.
If we put the moral issues associated with file sharing aside,
and we also assume that there is no difference between the
content obtained from downloading or through purchase,
then the consumer’s utilities will generally satisfy πc(dl) ≥
πc(p, tp) ≥ πc(p, tp). That is, C would prefer to obtain

the content at no cost via downloading rather than purchas-
ing it, and if purchasing the content, C prefers no technical
protection to technical protection.

1Starting in May 2007, songs from the EMI Group dis-
tributed via Apple iTunes have been delivered without Fair-
Play DRM. These files cost more, but also have a higher
audio quality, with an increase in bit-rate from 128 kbit/s
to 256 kbit/s.
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Figure 1: (a) An abstract model of the baseline DRM game in extensive form, along with two examples of
its strategic form, (b) one in which πc(dl) ≥ πc(p, tp), and (c) the other in which πc(p, tp) ≥ πc(dl).

Now, assume at time t = τ a content item is first made
available from a vendor in electronic form. At this point
consumer C has no choice of downloading the content for
free. That is, since the download option is not available, the
only decision on the part of player C is whether or not to
purchase the content. The game collapses to a very simple
situation that depends only on the utilities associated with
purchasing the content versus not purchasing it, and V may
adjust the price of the content in order to influence these
utilities. If a price can be found where both C and V receive
sufficient utility, a sale may occur, depending upon one other
factor. Specifically, the decision of whether or not to use
technical protection will also influence the players’ utilities.
If the technical protection measures associated with DRM
are prefect, circumvention of these measures is not possible.
In this case, if the utility of C is not reduced too much by
the technical protection measures, a sale may still occur.
Furthermore, if V does not offer the tp option, subsequent
plays of this game at times t > τ will be identical to the
game played at time t = τ . In this case, in every instance of
the game going forward, the vendor is in complete control,
with the desirability of the content offered with technical
protection, along with its price, being the only determining
factors.

The only reason we bring this situation up is that it seems
to correspond to what many vendors were striving for in the
early days of DRM. In those days, it was not uncommon
for suppliers of DRM solutions to make claims that their
technology was “100% copy-proof”. If these claims were
indeed true, then the logical thing for V to do would be
to use such a DRM system in order to enforce the game
described above. That is, if the choice of tp meant that no
copying could occur, then V should never choose tp, thereby
ensuring that the dl option would never become available to
C in subsequent games. It seems that many of the early
adopters of DRM technologies were in fact striving for this
ideal.

There are numerous reasons why perfect DRM is generally
not possible. First, every widely-used technical protection
measure that has ever been built has also been circumvented

in a manner that is easily transferable to others, and there
is no reason to believe that this situation will ever change.2

Second, in many cases the same content is offered through
multiple channels, one of which may be more susceptible
to “misuse”. For instance, in the case of music, CDs are
generally not protected. Thus, even if online music could
be provided in the manner of the game described above, it
would still be possible to obtain the content via file sharing
if the same music was released on CD. Using the popular
terminology, we will refer to the former as “cracking”, and
the latter as “ripping”.

In actuality, C has a third choice, not shown in Figure 1a,
of not purchasing the content. We have not shown this
choice because the focus of the remainder of the paper is on
those factors that influence consumers’ decisions once they
have already decided to obtain a particular content object.
Furthermore, after V ’s decision regarding technical protec-
tion, C may choose to download content. In the game, we
treat this situation as if C had initially decided to down-
load the content. Since we are assuming a game of perfect
information, this makes sense.

In summary, with this case the situation is quite simple,
and the content vendor has a clearly understood strategy
for maximizing utility. It is our contention that many of the
DRM systems that have been created by those in the content
industry to date have this model as the underlying ideal. In
other words, although most of these vendors recognize that
technical protection cannot be perfect, they strive for ever
stronger technical protections, as well as laws such as the
DMCA [7] that criminalize the circumvention of technical
protections, in the hopes that some close approximation to
this game can be achieved. Below we describe why this is
likely a losing proposition in the long run.

2.2 Imperfect DRM
Now let us consider the case where DRM is not perfect,

and content may “leak” through the technical protections

2In spite of this, it is still possible to find DRM vendors
claiming to have infallible technical protection technology.
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that are in place via cracking or enter into file sharing sites
via ripping. This game more realistically models the current
situation with DRM systems.

The vendor’s preferences, under the assumption that tech-
nical protection measures will reduce but not eliminate file
sharing, are generally given by πv(p, tp) ≥ π(p, tp) ≥ πv(dl).
That is, they are diametrically opposed to those of C de-
scribed previously. Specifically, C prefers tp over tp, and
may in fact be willing to pay more for the tp option, as in
the Apple/EMI model described previously. However, be-
cause future sales may be negatively impacted by the tp
option, particularly if it leads to large-scale file sharing, V
generally prefers tp over tp.

Let us consider a game that is played with the aforemen-
tioned preferences in mind, along with the imperfect tech-
nical protection assumption. An example game in strategic
form is given in Figure 2b. This figure shows a payoff ma-
trix that satisfies the preferences, where we have assumed
the content is initially available from both a downloading
site, as well as from an online vendor. The first element in
any pair shown in the matrix corresponds to C’s utility, and
the second entry to V ’s utility. For example, in Figure 1b,
if the outcome of the game is (p, tp), then C’s utility would
be 3, and V ’s would be 1. Notice that in the case of dl,
V has a negative utility that corresponds to a loss of sales.
Once again, if we put moral considerations aside, and the
consumer has equal ease in obtaining the content through
either downloading or purchase, then no matter how player
V sets the price (assuming nonnegativity) he will not be able
to make πc(dl) ≥ πc(p, tp). I.e., under these conditions the
consumer has no incentive to purchase the content, and will
instead download it.

The critical relationship in terms of establishing a Nash
equilibrium is between πc(dl) and πc(p, tp). If πc(dl) ≥
πc(p, tp), then a Nash equilibrium exists for the case of C
downloading rather than purchasing content, denoted by the
dashed box in Figure 1b. Specifically, once C plays the strat-
egy dl, V ’s strategy becomes irrelevant. Therefore, the solu-
tion or equilibrium for the game will involve C downloading
content, and as long as the aforementioned preference rela-
tionship holds, no change in strategy by either C or V can
cause the game to move to a solution that is more profitable
to either player. Thus, if a vendor endeavors to create a sit-
uation of perfect DRM, but fails, consumers will be driven
towards downloading if the downloaded and purchased con-
tent are equally desirable to C.

The only way to move the game from the Nash equilibrium
described above is to create a situation where πc(p, tp) ≥
πc(dl). If this can be accomplished, then a Nash equilib-
rium will be established for the (p, tp) outcome, which cor-
responds to C paying for content delivered with technical
protection. This situation is depicted in Figure 1c, and no
change in strategy by either C or V can cause the game to
move to a solution that is more profitable to either player.
Notice that even though C would obtain a higher payoff
from the (p, tp) outcome, the solution of the game will not
move there because the decision between tp and tp is not
C’s.

Thus, the issue becomes one of establishing business mod-
els and other policies that can create a situation whereby
πc(p, tp) ≥ πc(dl). We will also see that πc(p, tp) ≥ πc(dl)
may provide a suitable solution, if V ’s utility can be made
large enough. On the surface, since one strategy involves C

receiving content for free, and the other involves C paying
for it, it seems that either of these preference relationship
would be difficult to create. There are, however, a number
of ways to create situations whereby πc(p, tp) ≥ πc(dl) or
πc(p, tp) ≥ πc(dl). These must include strategies for lower-
ing utility πc(dl), and this in fact seems to be the primary
focus of vendor activities. In particular, the two main ways
of reducing player C’s utility involve legal attacks and tech-
nological attacks.

With legal attacks, the goal is to prosecute illegal file shar-
ing, and then widely publicize any successes in this area.
This, in effect, reduces πc(dl), but only for consumers who
believe they could be subject to similar prosecution. There
are a variety of technological attacks that can be deployed.
One method, called poisoning involves modifying content so
as to make it less desirable to C [5]. E.g., this may involve
adding high amplitude white noise to a music file, or re-
moving large chunks of scenes from a movie file. These files
are then uploaded to file sharing sites. Thus, by making it
more difficult for C to obtain “good” content, πc(dl) is effec-
tively lowered. Another technological attack involves insert-
ing malware or forms of malicious software into the clients
used for downloading. All of the forms of attack described
above are in widespread use. Simulations indicate that poi-
soning is one of the most effective techniques for reducing
πc(dl) [6]. These attacks are ingenious in that they take the
strength of peer-to-peer networks, namely their power-law
connectivity, and turn it against them. In other words, poi-
soned content can be made to spread nearly as rapidly as
good content in these environments.

It seems that less effort has been applied towards meth-
ods that increase the utilities associated with either πc(p, tp)
or πc(p, tp). This can be accomplished by somehow adding
value to purchased content relative to downloaded content.
E.g., the reliability and ease with which content can be ob-
tained from Apple’s iTunes certainly adds value to the con-
tent, and has contributed to the success of this system. In
Section 4 we will consider another means of achieving this
result though the use of a trust authority.

For either of the situations we have just described, there
are in fact numerous additional decisions on the part of both
the consumer C and the vendor V that must be made in
order to implement specific strategies. In the next section
we cast these in a game-theoretic setting that will allow
them to be attached to the baseline game described in this
section.

3. IMPORTANT SUBGAMES
We now describe three important subgames, g1–g3, that

can be played starting from each of the three outcomes iden-
tified in Figure 1a. That is, each of these subgames corre-
sponds to strategies that can be played post content ac-
quisition. These subgames are concerned with how C uses
content, and how V responds to this. The first subgame,
g1, corresponds to the game played after content has been
purchased with technical protection; the second subgame,
g2, corresponds to the game played after content has been
purchased without technical protection; and the third sub-
game, g3, corresponds to the game played after content is
obtained via file sharing.

In each subgame, since C has obtained the content, he
now has a choice of either sharing the content, strategy s,
or not sharing it, strategy s, as shown in Figure 2. Next, V
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Figure 2: (a) A general model in extensive form of the post-content-acquisition subgame that flows from the
outcomes of the game shown in Figure 1a, where node i can assume the values 1–3. (b) An example of this
subgame in strategic form that models RIAA efforts, and (c) a model that incorporates rewards.

has the decision of whether or not to take some actions based
on this file sharing (or lack thereof). These are denoted by
a and a, respectively, in Figure 2. The types of actions that
can be taken will depend upon the subgame being played,
and will be discussed in more detail shortly.

In order to justify the importance of this model, let us
point out how various nodes in this game correspond to spe-
cific outcomes that currently exist in the marketplace. We
will also comment on how certain strategies that exist in this
game have not yet been exploited. Finally, we will describe
how the actions taken at the last step of the game by the
vendor may influence the utilities associated with various
nodes that occur earlier in the game.

First, consider the outcome (1, s, a), which corresponds to
a consumer paying for content that is technically protected,
then subsequently sharing this content, and finally, the ven-
dor taking some action. Since the content was supplied with
technical protection, it must be the case that it was cracked
by C, and therefore, since provisions such as the DMCA
may apply, the action taken by V may be a legal attack.

Another situation to consider occurs with respect to the
outcomes (3, s) and (3, s). The former corresponds to what
are commonly referred to as “freeloaders” or “leeches”, con-
sumers that download but do not share content. It is inter-
esting to note that most file sharing sites have constructed
various mechanisms that penalize this outcome. Thus, they
are trying to create a situation whereby C’s utility is in-
creased by following (3, s) rather than (3, s). Nevertheless,
historically a large percentage of downloading corresponds
to consumers that will follow the freeloading outcome [1]. It
is also important to recognize that to date, the Recording In-
dustry Association of America (RIAA) has only prosecuted
those outcomes that involve sharing. That is, the main risk
associated with the use of file sharing sites involves shar-
ing and not downloading, which may decrease the utility of
the (3, s) outcome for some consumers, namely those that
believe they could be subject to RIAA actions.

Let us consider a concrete example of a vendor that is
seeking to penalize file sharing behavior that emanates from

node 3, and where specific payoffs are provided to the play-
ers. This, for example, models the action that the RIAA has
taken against file sharing on college campuses [22]. In this
case, if V takes action, the penalty applied is very severe,
e.g., college students were told that a typical settlement with
the RIAA is $3,000. In Figure 2b, we model this as a payoff
of −100 for C if V takes action, and 3 if V does not. In
general, since this is a severe penalty, it must be that case
that πc(3, s, a) � πc(3, s, a); however, the legal costs to V
associated with pursuing this action are also much greater
than the loss associated with this one instance of file shar-
ing. That is, we expect that πv(3, s, a) � πv(3, s, a). Thus,
we can think of this as the “nuclear option”, as it is very
effective when applied, but V is loathe to use it. Notice
in Figure 2b that C receives the highest payoff for sharing
when no action is taken, and a smaller payoff for not shar-
ing, i.e., for freeloading. As discussed above, file sharing
sites attempt to reward the former, and penalize the latter.
Finally, since the RIAA does not take action if file sharing
does not occur, the payoffs associated with those outcomes
are 1 for both C and V .

Given the game shown in Figure 2b, two pure strategy
Nash equilibria exist, one for the case of not sharing when
action is taken, and one for the case of sharing when no
action is taken. Thinking about these equilibria from the
perspective of the extensive form game, we see that an ac-
tion is taken by V only after the decision by C of whether
or not to share. Because C knows this, he can reason as
follows: “If I play s, then it does not matter to me what V
plays; however, if I play s, then I know that V will play a.
Therefore since I receive a higher payoff in the latter situ-
ation, I will share the file”. What this means is that only
the Nash equilibrium at (s, a) is sequentially rational, and
therefore it will end up being the solution of the game.

The problem with the game in Figure 2b is that since it
only involves pure strategies, C is certain about what action
V will take. In order to make this game more realistic,
we introduce uncertainties in V ’s actions through a lottery.
That is, in the mixed strategy case, V may select to play
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strategy a with some probability. To see how this affects the
play, let us assume that C plays s for sure, but that V plays
a with probability q, and a with probability 1 − q. In this
case, the expected payoff to C is given by:

E[πc] = (−100q + 3(1 − q))

and we can make E[πc] < 0 by choosing q > 4/103. In other
words, if V takes action only 4% of the time, he can make
C’s expected utility negative.

We should not expect C to remain idle in the case that V
is playing a mixed strategy. Thus, let us consider the case
when C plays a mixed strategy that involves sharing with
probability p. Assuming that V still only wishes to take
action with probability q, what level of penalty P should V
apply in these cases in order to ensure that C’s expected
utility is negative? In this case we have

E[πc] = p [−(P + 3)q + 3] + (1 − p).

Thus, if C shared content 50% of the time, and V wanted
to keep his frequency of action at 4%, then

E[πc] = 0.5 [−(P + 3)0.04 + 3] + 0.5

and now in order to ensure that E[πc] ≤ 0, we must apply a
penalty of at least P = 97 whenever action is taken, rather
than P = 100 as it was in the case when C always chose s.
Thus, we see that C playing a mixed strategy has very little
effect on the game. It is also easy to see that if V were able
to increase the penalty to say P = 1, 000, then he would only
need to take action 0.4% of the time in order to make C’s
expected utility negative. Note, however, that there may be
some maximum penalty that V is able to apply—this would
happen for example if the legal system sets a threshold on
the amount that V can penalize C. This appears to provide
a good model for the behavior of the RIAA with regards
to file sharing. That is, they rarely take action against file
sharing, but when they do, it is severe, and with as much
publicity as possible.

Finally, consider a game in which V seeks to reward good
behavior, rather than focusing all of his attention on punish-
ing bad behavior. Furthermore, this game attempts to take
fair use into account. Specifically, consider a game that
emanates from node 2, when purchased content has been
supplied without technical protection. We assume that a
certain amount of file sharing will take place, but that this
may take place within the bounds of fair use. Determin-
ing acceptable fair use has always been a gray area, often
requiring a judge’s opinion to settle specific cases. One of
the problems with DRM solutions to date is that it does
not allow for these gray areas [9]. Given this, consider the
following scenario. A musical artist uploads a song she has
just produced, to an online music vending site with which
she has a contractual agreement. In addition, she provides
the terms under which she would like the song sold (or per-
haps these are part of the previously established contract).
In this case, she specifies that she would like to offer the
song, along with certain bonus materials, to all members
of the site that have established a given level of trust, at a
price we will specify as A. In addition, for those members
of the site that have a lower trust rating, she would like to
offer the song alone at a higher price, call it B. In fact, she
may establish additional offerings depending upon the char-
acteristics of the users she would like to service. Indeed,
for users that do not rise above a certain trust threshold,

she may deny the ability to purchase the content in digi-
tal form, or only allow for streaming but not downloading
rights. Users of this vendor’s site have the option of regis-
tering, and the choice revealing certain information that will
be used to establish their ID at the site. Songs delivered to
the users are fingerprinted with their ID, and a third party
trust authority monitors file sharing sites in order establish
a trust measure for the user. For example, the trust author-
ity may classify a user as having low, medium, or high trust,
depending upon their file sharing habits.3 Furthermore, fair
use doctrines can be incorporated into this ranking. If an
attempted transaction at the site meets the criteria estab-
lished by the artist, the song may be downloaded, and the
user is free to play it on any device.

Notice that in the situation we have just described, there
are no traditional DRM content restrictions. Once users
have obtained content, they can use it however they wish,
knowing that the manner in which they use and share the
content will have a direct bearing on how they will be trusted
in the future. Notice also that the essential component in
this DRM scenario, the trust authority, exists as part of the
infrastructure, possibly as a middleware service. Finally,
because we are now dealing with quantitative measures of
trust, it becomes possible for economists to relate behav-
ior to price, and attempt to solve for the optimal values of
A, B, etc. A related work, in that it does not require new
technology on the consumer side, analyzes the optimal de-
sign of flexibility in the presence of unlicensed distribution
channels, and in particular, how adding value to licensed
content affects equilibrium policies [3]. It is also interesting
to note that researchers at Philips Research are working on
consumer-side hardware that modifies access according to
user behavior [15]. This technology could also make use of
trust authority middleware.

It has been said that we should not expect DRM to ever
be smart enough to distinguish fair use from copyright in-
fringement [9]. Note, however, that in the scenario described
above, we are not asking the DRM to do this. Rather, the
DRM technology must only collect information about how
content is being used.4 This information can then be used,
by a judge for example, to determine if fair use doctrines
have been violated, thereby putting us back to a more bal-
anced situation with respect to fair use that is similar to
what existed prior to the Internet.

In any event, let us cast the above situations that make
use of a trust authority into the game-theoretic setting of
Figure 2a. Specifically, assume that according to the rating
provided by the trust authority, V supplies a content object
to C, and that the quality of this content object (e.g., it res-
olution, the amount of bonus materials, etc.) is determined
by this rating. In this case, we have tied a reward to the s
action, as well as a punishment to the s action. An example
is shown in Figure 2c. In this example, the reward in the
case of the (s, a) strategy is not significantly different from

3This is quite similar to how a credit agency establishes a
credit rating for a person depending upon their payment
habits.
4We assumed that use of fingerprints embedded as water-
marks in a manner similar to what those in the cryptography
community refer to as traitor tracing. This approach is sus-
ceptible to collusion attacks [17], but just like other types of
cryptography, it does not have to be perfect in order to be
useful.
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the game of Figure 2b; however, the punishment associated
with the strategy (s, a) is far different. Specifically, in the
case of (s, a), the punishment is now much smaller, but so
is the cost to V . This is due to the fact that in this case,
C is receiving lower-value content (a penalty not nearly as
severe as getting sued by the RIAA), and it costs V very
little in order to pursue this action (certainly far less than
the legal fees associated with a law suit). Now, even if the
cost of taking no action remains the same, relative to the
game in Figure 2b, the solution is far different. Specifically,
for the pure strategy case, a Nash equilibrium now exists for
the strategy (s, a), which corresponds to a win-win situation
for both the consumer and vendor.

It is certainly possible for both players to play mixed
strategies in this game as well, but assume these are im-
plemented so that they do not change the fundamental win-
win nature of this game. In this case, the more important
question is how current decisions on the part of both C and
V will affect their utilities in the future. That is, with this
game, if C decides to share too much content, this will nega-
tively impact his utility in the future, and a similar situation
arises if V does not provide sufficient rewards for good be-
havior. The game shown in Figure 2c does not adequately
capture this aspect unless we consider repeating the game.
This is the focus of the next section.

4. REPEATED GAMES
By repeatedly playing the DRM game show in Figure 3,

we open up the possibility of changing the players’ future
behaviors. That is, we introduce the notion of reciprocity
into the game, whereby one player’s decision at one point
in time can affect the decision made by the other player at
a future point in time. A player may be willing to sacrifice
short-term gains if he is convinced that by doing so he will
be provided with a reciprocal reward in the future. There
are two important forms of reciprocity that can be studied
with respect to the DRM game, that of punishing “bad”
behavior, and that of rewarding “good” behavior. It seems
that to date, vendors have focused primarily on the former.
In this section we describe an infrastructure that would allow
them to also exploit the latter.

First, however, we should note that we can view good
and bad behavior from the perspective of either player. For
instance, in the early days of electronic music distribution,
consumers punished vendors for offering high-priced music
accompanied with cumbersome technical protection. The
punishment in this case was large-scale downloading. Ven-
dors responded with punishments of their own—primarily
the legal and technological attacks already described in Sec-
tion 3. In addition, vendors have sought more aggressive
technical protection measures. Recently, for example, con-
sumers have viewed a SONY BMG technical protection mea-
sure that ends up installing a root kit as bad behavior, lead-
ing to a large amount of negative publicity for the vendor,
and a subsequent recall of media containing the technology.
Indeed, these types of incidents are one of the primary rea-
sons behind the development of the negative view towards
DRM that was discussed in Section 1.

In order to create a repeated game out of the stage game
shown in Figure 3, we assume that at each terminal node in
the constituent game, a new game is played with that termi-
nal node as the root. This leads to the next iteration of the
repeated game. There are two ways of thinking about this

repeated game. By fixing the content object, and applying a
mixed strategy to C’s decisions, we model how a population
of customers might treat a single content object. In this
case, each iteration of the constituent game corresponds to
the interactions between a single customer, whose average
behavior is captured by the mixed strategy, and the ven-
dor. The other situation we can model involves fixing the
customer, and allowing the content to vary at each stage of
the game. We consider each type of repeated game below in
more detail.

4.1 Content Spreading
For the repeated game in which the content is held con-

stant, the game is focused on how this content is acquired by
each customer. In other words, we are interested in studying
how the content spreads among the customers, via down-
loading and purchase, and how the vendor’s actions can in-
fluence this spreading. It is the goal of V to repeat the game
in the upper part of the Figure 3 constituent game tree as
much as possible. That is, V would like to play the sub-
games g1 and g2 as much as possible, as these result from
sales; however, in both of these subgames there is an s option
that will directly affect the probability of dl in subsequent
games.

In order to bias these games towards g1, g2, and the s
decision, V can play tp. An analysis of this in the context
of content acquisition was provided in Section 2. Now we
have the added reality of how C will use this content, and
what V ’s response will be. One strategy that resembles the
RIAA’s actions involves V tolerating a certain amount of
sharing, and then taking legal action against C for a short
period of time when this amount is exceeded, followed again
by a toleration of sharing. In the game theory literature,
this strategy, where a deviation from desired behavior is
met with a punishment phase, after which all is forgiven, is
called a forgiving trigger [8]. In reality, V does not know
exactly how many rounds of the game have been played, as
V does not know with certainty how much file sharing is
taking place. Therefore, this parameter must be estimated
from available data, e.g., from observed file sharing or from
measured popularity of a content object versus its actual
sales. Time also plays an important role in this repeated
game, as vendors are usually more aggressive in protect-
ing new releases, and consumers are also more interested in
acquiring them. This can be accounted for by applying a
discount factor, 0 < δ ≤ 1, at each stage of the game.

If we assume that V receives a profit of a from each play
of the constituent game if C chooses p, then after n stages
of this game, where C always plays p, V would receive a

total discounted utility of an(δn+δ)
2

. Thus, If V monitors
this utility, a punishment (legal attack) corresponding to
one time period can be triggered whenever some fraction α
of the expected utility for V is not met. If we assume the
penalty has a cost to V of −P , then V ’s utility for one no
punishment/punishment cycle is

αan(δn + δ)

2
− P.

The folk theorems associated with infinitely repeated games
tell us that a subgame perfect equilibrium can be established
for this behavior cycle only if the above quantity can be
made positive [18]. The difficulty in this approach is that V
has little control over the first term in the equation. It is easy
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Figure 3: The complete DRM constituent game that consists of the baseline content acquisition subgame of
Figure 1, followed by the post content acquisition subgames of Figure 2.

to conceive of situations where the first term never exceeds
P , and the cost of taking legal action is never warranted.

There are a number of additional strategies we can inves-
tigate with respect to this repeated game. For instance, it
is more realistic to assume that V would also apply punish-
ment in the form of technological attacks. Note that the trig-
ger for a technological attack can include either the amount
of sharing and/or the lack of sales; a legal attack, however,
can only be applied in response to illicit sharing. We might
also consider more elaborate strategies that involve offer-
ing a mix of content with and without technical protection,
along with triggers for determining when punishment should
be applied. All of these strategies, however, share the funda-
mental property that they mainly focus on punishment side
of the equation in attempting to modify the future behavior
of a population of customers.

4.2 Customer Influence
The high-level strategy associated with the vendor’s ac-

tions in the previous repeated game can be summarized as
“no bad deed goes unpunished”. That is, the primary focus
is on finding ways to punish customers for bad behavior. We
now consider the general strategies that can be associated
with the “no good deed goes unrewarded” approach. With
current DRM infrastructures, it is difficult to reward good
behavior, making it less likely that this type of behavior will
be seen.

Consider again the constituent game shown in Figure 3,
but now assume the customer C is held constant on every it-
eration of the repeated game, and that the content is allowed
to vary. In this case, the actions taken by V can directly in-
fluence a particular customer. In the repeated game of Sec-
tion 4.1, legal action is also generally taken against individ-
ual customers; however, the legal attack is actually meant to
influence an entire population of customers, primarily those
not directly subjected to the legal action. In the current
game, we now consider how V can respond individually to

each customer in the customer population. As described in
Section 3, this will be accomplished using a trust authority
that allows for the possibility of rewarding good behavior.
In the end, we have a DRM environment that provides the
vendor with strategies that are finer grained, allowing them
to create much greater distinctions between the customers
they serve.

The folk theorems for infinitely repeated games tell us that
we can create an equilibrium around any behavior cycle in
the repeated game as long as each player’s payoff within the
cycle is strictly positive. In the repeated game of Section 4.1
this was difficult to guarantee due to the large expense as-
sociated with punishment. In this case, however, assuming
we can easily assign a trust rating to each customer, it be-
comes much easier to create a desired equilibrium. Further-
more, the behavior cycles and associated triggers can be
much more sophisticated, depending upon how many cus-
tomer categories the vendor may want to differentiate be-
tween. Note that in the game of Section 4.1, V only acted
based upon two categories of customers, those that shared,
and those that did not.

Finally, we should note that the repeated game described
in this section and in Section 4.1 are not mutually exclusive.
In reality, it makes sense for V to play some combination of
these games. For example, if C is playing one of subgames
g1 or g2 shown in Figure 3, then V has the opportunity to
reward the play of s. If, however, C has played s in any
of subgames g1 – g3, then a punishment may be the most
effective course of action for influencing the play of later
games.

5. CONCLUSIONS
In this paper we have constructed an increasingly detailed

version of the DRM game—a game meant to model the
strategies associated with various DRM approaches. This
was broken down into two subgames, one associated with
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content acquisition, and the second that dealt with deci-
sions post content acquisition. We subsequently put these
two subgames together in order to create a constituent game
that was then repeated in order to model two important situ-
ations. The first considered an approach that is prevalent to-
day, with a focus on punishing file sharing. The difficulty of
achieving an equilibrium in this game was addressed. Next,
an approach that involved rewarding customers for purchas-
ing and not sharing content was presented, along with a dis-
cussion of how much easier it would be to establish an equi-
librium in such a game. One of the prime components in this
latter game was a trust authority middleware infrastructure
that was used in order to rate the behavior of customers
in this game, and reward them accordingly. The ability to
implement such a trust authority is by no means a solved
problem. Ongoing research is considering how such an in-
frastructure can be constructed while at the same time ad-
dressing security and privacy concerns. In addition, future
research should address more specific strategies associated
with the repeated games presented in this paper.
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